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namespace YazilimdaGuvenlik.Controllers;
[Route("api/[controller]/[action]")]
[ApiController]
0 references

vpublic class ProductsController : ControllerBase

i

HttpPost

> ;;;{iékgsync Task<IActionResult> Create(CreateProductDto request, CancellationToken cancellationToken
HttpPost

> ;Qg{;g&ésymc Task<IActionResult> Update(UpdateProductDto request, CancellationToken cancellationToken
HttpGet

> égg{g;lésync Task<IActionResult> DeleteById(int id, CancellationToken cancellationToken

HttpGet

public async Task<IActionResult> GetAll(CancellationToken cancellationToken

—
w
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@ swaeger

ety SMARTBEAR

YazilimdaGuvenlik ©

Products

/api/Products/Create
/api/Products/Update
/api/Products/DeleteById

/api/Products/GetAll
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vif (app.Environment.IsDevelopment | app.Environment.IsProduction())

i

app.UseSwagger( ),
app.UseSwaggerUI ﬂ
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@ svogzer

ortedby SMARTBEAR

YazilimdaGuvenlik ©

Products

/api/Products/Create /\I

No parameters

Request body application/json v ]

Example Value | Schema

"name": “string”,
"price": @

}
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Olabilecek Guvenlik Aciklari

1. Endpointlerin listesine kolayca ulasilirsa, oradan sisteme zarar verebilecek bilgiler bulabilirler
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vif (app.Environment.IsDevelopment())

i

app.UseSwagger( ),
app.UseSwaggerUI( );
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Olabilecek Guvenlik Aciklari

2. Web Browserdan endpointi elde edip kendi sitesinde kullanarak uygulamayi klonlayabilir ya da zarar vermeye
cahisabilirler
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Guvenli Uygulama Gelistirme

vbuilder.Services.AddCors(action =>

<

action.AddDefaultPolicy(policy =>

policy

.WithOrigins("https://www.myui.com"
.WithMethods("GET", "POST", "PUT", "DELETE")
.WithHeaders("Authorization");



Olabilecek Guvenlik Aciklari
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Olabilecek Guvenlik Aciklari

3. Postman, Swagger, http ya da bir proje tzerinden API istegi atarak API’miza erisebilir ve milyonlarca istegi ayni
anda gondermeye calisarak uygulamamizi kilittemeye calisabilirler
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using Microsoft.AspNetCore.Mvc;

namespace YazilimdaGuvenlik.Controllers;
[Route("api/[controller]/[action]")]

[ApiController]
~«Eﬁgi;g“;ealed class ValuesController : ControllerBase
‘{ HttpGet
v Eﬁgi;gp;sync Task<IActionResult> SendAPIRequest(CancellationToken cancellationToken
l for (int i = 0; i < 1000000; i++)
5
L HttpClient client = new HttpClient( ;
await client.GetAsync!"https://myapi.com/api/Product/GetAll", cancellationToken;
3
return NoContent();
3]

Guvenli Uygulama Gelistirme




vbuilder.Services.AddRateLimiter(options =>

v options.AddFixedWindowLimiter("fixed", configure =>

configure.PermitLimit = 100;

cponfigure.Queuelimit = 100;

configure.Window = TimeSpan.FromSeconds(1);
configure.QueueProcessingOrder = QueueProcessingOrder.OldestFirst;

[ - — = .
app.UseRateLimiter();

app.MapControllers().RequireRateLimiting("fixed");
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Olabilecek Guvenlik Aciklari
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Olabilecek Guvenlik Aciklari

4. Postman, Swagger, http ya da bir proje Gzerinden API isteQi atarak API’'miza erigebilir ve ondaki verileri alarak
kendi uygulamasinda kullanmaya caligabilirler
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namespace YazilimdaGuvenlik.Controllers;
[Route("api/[controller]/[action]")]
[ApiController]

0 references

vpublic sealed class ValuesController : ControllerBase

Ly
t

HttpGe
0 references

v public async Task<IActionResult> SendAPIRequest(CancellationToken cancellationToken
HttpClient client = new HttpClient();

HttpResponseMessage message = await client.GetAsync("https://myapi.com/api/Product/GetAll", cancellationToken);

v if (message.IsSuccessStatusCode)

{

object? products = await message.Content.ReadFromJsonAsync<object> ;

return Ok products ;

3

return BadRequest(new = Message = "We cannot reach the API!" );
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vbuilder.Services.AddAuthentication().AddJwtBearer(options =>

v options.TokenValidationParameters = new()

i

Validatelssuer = true,
ValidateAudience = true,
ValidateIssuerSigningKey = true,
ValidatelLifetime = true,
ValidIssuer = builder.Configuration.GetSection "JWT:Issuer" .Value,
ValidAudience = builder.Configuration.GetSection "JWT:Audience" .Value,
IssuerSigningKey = signingKey
} .

I

35
builder.Services.AddAuthorization();
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Olabilecek Guvenlik Aciklari
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5. Browserdan Authentication bilgimizi alip APl endpointimize erigerek verilerimizi almaya galigabilirler
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Authentication Guvenlik Onlemleri

Two o -
Ayni anda bir kisi Belirli saatlerde
Factor giris yapabilir erisim izni
Authentication
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Pl 3
L

"Logging":

"LogLevel™: {
"Default": "Information",
"Microsoft.AspNetCore": "Warning"

1
3

"AllowedHosts": "x",

"ConnectionStrings":
"SqlServer": "Connection String"
"IWT":
"Issuer": "Taner Saydam",
"Audience": "www.tanersaydam.net",
"Secret Key": "my secret key my secret key my secret key my secret key my secret key my

secret key my secret key my secret key"

45
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Olabilecek Guvenlik Aciklari

6. Hassas bilgilerimizi kolayca elde edebilecek dosyalardan alip uygulamamiza zarar vermek icin kullanabilirler
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Hassas Bilgileri Sakala

AWS Secrets
Hassas bilgiler Manager gibi

sifrenebilir Cloud sistemlere
saklanabilir
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Name
Domates
Salatalik
Muz
Patlican
NULL

30



Olabilecek Guvenlik Aciklari
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7. Database’de bulunan bilgilerimize erisip manipule edilebilirler
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Database verileri givenlik 6nlemleri

Surekli yedek

Database erisimi alinarak (saatte Database’e atilan
IP bazli bir) olasi bir veriler sifrelenip,
kisitlanabilir sorunda sorun okunurken
tespit edilmeye cOzulebilir
calisilabilir
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Olabilecek Guvenlik Aciklari
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Name
Domates
Salatalik
Muz
Patlican
NULL

® www.myeticaret.com/products?id=1|
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Olabilecek Guvenlik Aciklari

8. ID alanini tahmin edilmesi kolay bir tip tutarsak, onu tahmin ederek erismemesi gereken kayitlara erigmeye
cahsabilir
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Column Name Data Type Allow Nulls

uniqueidentifier

varchar(150)

money

Id Name Price
2ef2c3a1-0722-4950-b286-513d5babc80f Salatalik 2.0000
29a3247b-1adf-4120-b299-58bb25a33fc6 Patlican 100.0000
5b306436-edf0-4c39-8977-c2e992e45e21 Domates 1.0000
60c60c5b-d9cc-4288-8d90-e6021a847802 Muz 10.0000
NULL NULL
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HttpPost
0 references
public async Task<IActionResult> AddImages(List<IFormFile> files, CancellationToken cancellationToken
{

await Task.CompletedTask;

return NoContent();
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™ & > Downloads >

Organize v New folder

@ Taner - Personal Yesterday

Youtube Egitim Videolan (1).jpg

@ Desktop
Last week

B free-hex-editor-

syd_110.zip

4 Downloads

pdfdegisikboyutlardaclan.zip

C Resume.pdf

C Copy of Resume Taner Saydam.pdf - Youtube Egitim Videolarijpg
e HTML Document B G
=

o Documents
P9 Pictures

) Music

i3 Videos

m FileZilla_3.67.0_win64-setup.exe

File name: | Youtube Egitim Videolan (1).jpg

v This PC pfdbirlestirme (1).zip

Add string item

Send empty value
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HttpPost
0 references

public async Task<IActionResult> AddImages(List<IFormFile> files, CancellationToken cancellationToken

. « 2files Qview~ Count = 1+
await Task.CompletedTask;

«2[0] {Microsoft.AspNetCore.Http.FormFile}
return NoContent(); # ContentDisposition ~ Qview - "form-data; name=\"files\"; filename=\"Youtube Egitim Videolar (1).jpg\""
# ContentType Qview ~ "image/jpeg"”
# FileName Qview ~ "Youtube Egitim Videolar (1).jpg"
» #Headers Qview > Count = 2
# Length 266267
#Name Qview ~ "files"

» % Static members
» @ Non-Public members
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Olabilecek Guvenlik Aciklari

9. VirUs dosyasinin formatini resim dosyasi yaparak sisteme géndermeye calisabilir
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W] virus.exe
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—

W] virus.exe

%] virus.jpg
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Bl > Taner- Personal > Desktop >

Organize v New folder

@, Taner - Personal

E

& Downloads 4 -3.2, VideoKayitlari YeniKlasor YoutubeShorts docker.txt Frostpunk

@ Desktop

= Kitap1.xlsx

4 Documents

PN Pictures

') Music

id Videos 2 virus,jpg

v [l This PC

File name: virus.jpg All Files (*.%)

" Open & Cancel

I

[ Add string item

Send empty value
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HttpPost

pubiic async Task<IActionResult> AddImages

< 55,549ms elapsed
await Task.CompletedTask;

return NoContent();

Guvenli Uygulama Gelistirme

List<IFormFile> files, CancellationToken cancellationToken
«2files Qview~ Count =1+

«2[0] {Microsoft.AspNetCore.Http.FormFile}
# ContentDisposition Qview ~ "form-data; name=\"files\"; filename=\"virus.jpg\""
# ContentType Qview ~ "image/jpeg"”
#FileName Qview ~ "yirus.jpg"
» #Headers Qview ~ Count = 2
# Length 143360
#Name Qview ~ "fjles"

» % Static members
» @ Non-Public members
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public static bool CheckForJpg(this IFormFile file

using (var stream = new MemoryStream' ')

{

file.CopyTo stream ;
byte fileBytes = stream.ToArray ;

string jpgValue = fileBytes 0 .ToString @+ fileBytes 1 .ToString @+ fileBytes 2 .ToString

if jpgValue != "255216255" [sINleRR Y410 YL YA

return false;

3
return true;

Guvenli Uygulama Gelistirme
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NuGet: YazilimdaGuvenlik ValuesController.cs Program.cs UpdateProductDto.cs CreateProductDto.cs

FN

azilimdaGuvenlik Controllers.ExtensionMethods

2[0] 77
await Task.Completeeo [1] 90
Xe dosyasi
2[2] 144
return NoContent();
23] O
| 3 2M4] 3
O references ® [5] 0
vpublic static class Extensi®[6] O
i @7 O
1 reference
v public static bool chec”Bl 4 1o IFormFile file
<19 0
v using (var stream =2[10] 0 ryStream )
: file.C To st SLTIND
ile.Co o sti
Py ©[12] 255

byte = fileByte ~.ToArray ;

- - 7 -
y string jpgValliss 555 “iew - (byte[143360) - IREATD

2[14]

v if (jpgValue != "255216255"

return false;
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faziimdaGuvenlik ValuesController.cs Program.cs UpdateProductDto.cs CreateProductDto.c

- 0[8YazilimdaGuvenlikControllers.ExtensionMethods

255 |

2

255

await Task.ComeTm
2[1]
return NoConten@|2]
23]
4]
r<‘}1%<{~;.='».<~:ls+ . . . tQ[S]
ublic static class Ex
6]
1 reference 271
public static bool '@ig]
p
using (var stre. Bl
< “1[10]
file.CopyTo @ [11]

byte file2[12]
string jpoREEIfE)

@[14]
if jpgValuc .—~

return false;

225

0

188

69 1ods

120
105°9(this IFormFile file

lemoryStream’ ')

0
73 tream.ToArray ;

73 abiew - (byte[266267]) - FIOIREREN

42
cov216255"
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Error:

response status is 500

Response body

System.DivideByZeroException: Attempted to divide by zero.

at
at

YazilimdaGuvenlik.Controllers.ProductsController.GetAll(CancellationToken cancellationToken) in C:\Test\YazilimdaGuvenlik\Controllers\ProductsController.cs:line 3
Microsoft.AspNetCore.Mvc.Infrastructure.ActionMethodExecutor.TaskOfIActionResultExecutor.Execute(ActionContext actionContext, IActionResultTypeMapper mapper, ObjectMethodExecutor executo

r, Object controller, Object[] arguments)

at
at

Microsoft.AspNetCore.Mvc.Infrastructure.ControllerActionInvoker.<InvokeActionMethodAsync>g_ Awaited|12_@(ControllerActionInvoker invoker, ValueTask'1l actionResultValueTask)
Microsoft.AspNetCore.Mvc.Infrastructure.ControllerActionInvoker.<InvokeNextActionFilterAsync>g_ Awaited|10_0(ControllerActionInvoker invoker, Task lastTask, State next, Scope scope, Obje

state, Boolean isCompleted)

at
at
at

Microsoft.AspNetCore.Mvc.Infrastructure.ControllerActionInvoker.Rethrow(ActionExecutedContextSealed context)
Microsoft.AspNetCore.Mvc.Infrastructure.ControllerActionInvoker.Next(State& next, Scope& scope, Object& state, Boolean& isCompleted)
Microsoft.AspNetCore.Mvc.Infrastructure.ControllerActionInvoker.InvokeInnerFilterAsync()

--- End of stack trace from previous location ---

at

Microsoft.AspNetCore.Mvc.Infrastructure.Resourcelnvoker.<InvokeFilterPipelineAsync>g__ Awaited|20_@(R celnvoker invoker, Task lastTask, State next, Scope scope, Object state, Boolean

isCompleted)

at
at
at
at
at
at
at
at

Microsoft.AspNetCore.Mvc.Infrastructure.ResourceInvoker.<InvokeAsync>g_ Awaited|17_@(ResourceInvoker invoker, Task task, IDisposable scope)
Microsoft.AspNetCore.Mvc.Infrastructure.ResourceInvoker.<InvokeAsync>g_ Awaited|17_@(ResourceInvoker invoker, Task task, IDisposable scope)
Microsoft.AspNetCore.Authorization.AuthorizationMiddleware.Invoke(HttpContext context)
Microsoft.AspNetCore.RatelLimiting.RatelLimitingMiddleware.InvokeInternal(HttpContext context, EnableRatelLimitingAttribute enableRatelLimitingAttribute)
Swashbuckle.AspNetCore.SwaggerUI.SwaggerUIMiddleware.Invoke(HttpContext httpContext)
Swashbuckle.AspNetCore.Swagger.SwaggerMiddleware.Invoke(HttpContext httpContext, ISwaggerProvider swaggerProvider)
Microsoft.AspNetCore.Authentication.AuthenticationMiddleware.Invoke(HttpContext context)
Microsoft.AspNetCore.Diagnostics.DeveloperExceptionPageMiddlewareImpl.Invoke(HttpContext context)

HEADERS

Accept: */*

Host:

localhost:7168

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
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Olabilecek Guvenlik Aciklari

10. Exception hatalarindan gelen StackTrace bilgisini uygulamaya zarar vermek icin kullanabilirler

Guvenli Uygulama Gelistirme
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vusing Microsoft.AspNetCore.Diagnostics;
Lusing System.Text.Json;

namespace YazilimdaGuvenlik;

: »
0 reference
U reierences

vbublic sealed class MyExceptionHandler : IExceptionHandler
5

O references

public async ValueTask<bool> TryHandleAsync(HttpContext context, Exception exception,
v CancellationToken cancellationToken

context.Response.StatusCode = 500;

context.Response.ContentType = "application/json";

object errorMessage = new { Message = exception.Message };

string errorMessageString = JsonSerializer.Serialize(errorMessage);

await context.Response.WriteAsync(errorMessageString, cancellationToken);

return true;

builder.Serviceq

.AddExceptionHandler<MyExceptionHandler>() app.UseExceptionHandler();
.AddProblemDetails();

Guvenli Uygulama Gelistirme
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Error: response status is 500

Response body

{
"Message"”: "Attempted to divide by zero."

}
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